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Kaspersky Open Space Security

Kaspersky Open Space Security is our approach

to protection at every level of the business network, from
gateways to workstations; and extending beyond the
workplace to reach remote users and an increasingly
mobile workforce. At Kaspersky Lab we believe that
freedom and flexibility in business communications is fully
compatible with airtight protection from contemporary
security threats such as web exploits, rootkits and other
malicious programs, hacker attacks, spyware and spam.

Our solutions provide premium protection where your
business happens, with a simplified way to easily manage
your endpoints whether they are inside the network or
out. Whether at work, at home or on the road, you’ll benefit
from world-class Internet security solutions from Kaspersky
Lab.

Protection

Our solutions provide unmatched malware detection, and
removal and protection from both known and unknown
“zero-day” exploits. Our protection is customizable, based
on individual roles, locations or both.

Performance

Our solutions stay current without bringing endpoints and
your business to a crawl, with the smallest possible client
footprint for fast performance. Frequent, small updates
help keep your bandwidth open and clear, and you get
better mail and web performance because spam and
malware are stopped at your perimeter.

Manageability

Get a single view of your business-wide security situation
with a simple and intuitive interface for managing security
across the network down to an individual device. Set and
enforce security policies on the devices employees use
wherever they go. And get real-time security information
delivered the way you want it.

Simplicity

With Kaspersky, you get security that’s simple to install,
no matter what the device. With simplified ways to
automatically update protection at any endpoint as soon
as it re-connects to the network. Our solutions are easy
to install and easier to manage!

Total Space Security

Provides integrated protection for business networks of any
size or level of complexity. Kaspersky Total Space Security
gives you control over all incoming and outgoing data including

email,

web traffic and all network interactions. The solution

includes protection for workstations and mobile devices,
ensuring users secure and fast access to business data and
other resources, the Internet, and secure email communications.

Product Highlights

Integrated protection from viruses, spyware, hacker
attacks, and spam at all levels of the corporate network—
from workstations to Internet gateways

Proactive protection from the newest malicious threats
Protection for mail servers and file servers
Real-time scanning of web traffic (HTTP/FTP)

Quarantine of infected workstations and blocking of
virus epidemics

Centralized reporting on system status
Broad scalability

Additional Features

Centralized installation and administration
Support for Cisco ® NAC (Network Admission Control)
Support for hardware proxy appliances

Intelligent redistribution of resources during full system
scans

Personal firewall with IDS and IPS
Protection from phishing and spam attacks
Roll back of malicious changes made to the system

Self-defense technology from malicious programs for
the anti-virus solution

Full support for 64-bit platforms
Automatic updating of databases

Available Products

Workstations
File Servers
Mail Servers
Anti-Spam
Mobile Security
Management
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Kaspersky Open Space Security

Enterprise Space Security

Protects all endpoints including workstations, file servers and
mail servers from today's Internet threats, including viruses,
worms, spyware and phishing, ensuring a free flow of information
within the company and secure communications with the
outside world.

Product Highlights
* Protection for workstations and servers from viruses,
Trojans and worms

Protection for mail servers such as Sendmail, Qmail,
Postfix and Exim

Scanning of all messages transmitted via Microsoft
Exchange servers

Scanning of messages, databases and other objects
on Lotus Domino servers

Protection from phishing and spam attacks
Blocking of virus epidemics
Scalability

Additional Features

Centralized installation and administration

Support for Cisco ® NAC (Network Admission Control)
Proactive protection from malicious programs
Personal firewall with IDS and IPS

Complete protection while connected to WiFi networks
On-the-fly scanning of web traffic

Roll back of malicious changes made to the system

Intelligent redistribution of resources during full
system scans

Quarantine of infected and suspicious objects
* System for reporting on system status
¢ Automatic updating of databases

Available Products

* Workstations
 File Servers
» Mail Servers
+ Management

Business Space Security

An umbrella of protection for Linux and Windows workstations
and file servers from all types of viruses, Trojans and worms,
preventing epidemics, keeping information secure and fully
accessible to network users. This product was designed
specifically to meet the increasing demands of heavily utilized
servers.

Product Highlights

* Proactive protection from even the newest
malicious programs

On-the-fly scanning of email and web traffic
Personal firewall with IDS and IPS

Protection when working on any type of network,
including WiFi

Self-defense technology from malicious programs for
the antivirus solution

Quarantine storage of suspicious objects
Automatic updating of databases

Additional Features

Centralized installation and administration
Support for Gisco® NAC (Network Admission Control)

Integrated protection for workstations and file servers
from all types of Internet threats

iSwift technology prevents superfluous repeat scans of
data within the network

Load balancing between server processors
Quarantine of infected workstations
¢ Roll back of malicious changes made to the system
o Scalability

Available Products
¢ Workstations
 File Servers
* Management
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Kaspersky® Open Space Security Protection

Kaspersky's solutions suit the needs of your organization. Whether it's protection for
workstations and file servers, or mail and gateway protection, you will find exactly
what you need to ensure the security of your environment both on the network and
outside the office.

Internet Gateways

File Servers

® Management
® Mobile Devices

® \Workstations
® | Mail Servers

Kaspersky Total Space

Kaspersky Enterprise Spac

Kaspersky Business Space

About Kaspersky Lab

Kaspersky Lab delivers the world’s most immediate protection against IT security threats,
including viruses, spyware, crimeware, hackers, phishing, and spam. Our products provide
superior detection rates and the industry’s fastest outbreak response time for SMBs, large
enterprises, home users, and the mobile computing environment. Kaspersky® technology
is used worldwide inside the products and services of the industry’s leading IT security
solution providers.

For the latest on anti-virus, anti-spyware, anti-spam, and other IT security issues and
trends, visit www.viruslist.com. For the latest security news, visit www.threatpost.com.
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