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Today’s network packet analysis tools require a comprehensive understanding of network protocols,
network configuration and packet analysis methods. There is no simple way for business professionals
to gain visibility into the traffic traveling into and out of their enterprise networks. And with ever-increas-
ing government and corporate regulations dictating the details of information security and use, CIOs,
security, HR and management professionals need a complete view into network activity, even if they
don’t have skills in network forensic analysis.

DeepSee

SYSTEM REQUIREMENTS

- DeepSee works with Solera DS
Appliances, including Solera
Virtual Appliance, DS 3150, and
DS 5150, running Solera OS 3.5

or greater

Solera DeepSee indexes,
extracts, and reconstructs

popular formats, including:

-JPG - PPT

- GIF -ZIP
-PNG - HTML
- BMP -CPP
-AvVi - FLASH
- MPG - RPM

- EXE - ASF
-RAR -RA

- WAV - GZIP

- RIFF -VPEG
- WMV - CONF
- MoV -ELF

- PDF - REG
-OLE - EMAIL
-DOC -WPD

- XLS

Solera DeepSee™ is the first and only solution that allows any autho-
rized professional complete visibility into all network traffic, whether the
traffic is an email, an IM, a VOIP call, an FTP session, or a communica-
tion, which contains an Excel spreadsheet or a Word document as an
attachment.

Solera DeepSee lets IT and busi-
ness professionals locate and
reconstruct specific communica- T R R P P
tion flows or network activities from “a - U d
within a complete historical record

of all of their network’s traffic. Un-

like complex analysis and forensic
tools that require extensive knowl-
edge of networking protocols and -
packet analysis methods, Solera DeepSee provides web search-like
simplicity so anyone can search, locate and view actual network com-
munications in the way they were originally delivered.

Solera DeepSee indexes the complete historical record of network traf-
fic, which is captured and stored by Solera DS appliances. It then identi-
fies network flows that are meaningful conversations between users for
examination by both IT and business users. DeepSee indexes based on
any identified “artifact” — an email thread, word document, IM dialogue,
VolIP call, VPN session, etc. — enabling guided search for both IT profes-
sionals and business users, delivering meaningful, intuitive results in the
format of the original communication.

Stream of packets crossing the network
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With the ever-increasing volume
and complexity of data crossing
networks, and the worldwide

Packets from selected flow are isolated and combined
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push toward increased data re-

tention regulations, the capture
and storage of all network traffic is swiftly becoming a best practice for
all enterprises. This avoids the dilemma of “what do we save”, which is
common among IT professionals. Instead, the combination of Solera
Networks’ DS Appliance and DeepSee search engine eliminate the
headache by making it easy to “save it all”, knowing network information
is readily available for any security, management, or compliance event.



BENEFITS OF A SOLERA NETWORKS SOLUTION

Network administrators now have comprehensive evidence to better protect
against intruders, data leakage, and internal misuse.

Solera Networks appliances provide a complete network record to replay without
affecting the production network, allowing detailed analysis to uncover areas of
the network that need attention.

Competitive pricing and various deployment options allow organizations of all
sizes to benefit from deep packet capture and analysis to improve network perfor-
mance and security.

Solera DS appliances work with hundreds of commercial, custom and open
source management, analysis and forensic tools to monitor, manage and secure
the network.

Solera Networks is currently beta testing its DeepSee product with selected cus-
tomers. Please contact Solera Networks if you are interested in becoming a beta
customer.

www.soleranetworks.com

Meaningful Results
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