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We Secure the Internet.

PROTECT

PRODUCT FEATURES:

¢ Blocks network and
application attacks
by type and class

¢ Online security
updates—Maintain
optimal defenses

e Complete integration
with FireWall-1

® Real-time logs with
attack details and
forensics

PRODUCT BENEFITS:

e Comprehensive
network and
application security

¢ Easy configuration of
attack defenses

e Ensures attack
defenses are up-to
date and consistent
across the security
environment
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SmartDefense

YOUR CHALLENGE

Organizations of all sizes, across all industries,
face a serious threat of attacks against both
networks and critical applications. Network-level
attacks attempt to target network components or
the firewall directly, while application-level attacks
attempt to exploit vulnerabilities in applications
running on the network. The growing number
and severity of these threats requires a renewed
vigilance on the part of the security manager to
actively and intelligently block Internet attacks.

A robust and reliable security solution must
have the intelligence not only to block all attacks
at both the network and application level, but
also to provide the security manager with a
detailed understanding of the attacks. Useful
forensic information combined with real-time
security updates delivers better perimeter
security and protects the organization from
emerging Internet threats.

Centralized control for
network defenses

Centralized control for
application-level defenses —————

Response, alerting and
tracking configuration

OUR SOLUTION

SmartDefense™ is a product offering that enables
customers to configure, enforce and update
network and application attack defenses.
Included with FireWall-1®, SmartDefense
actively protects organizations from network
and application attacks using Check Point’s
patented Stateful Inspection and innovative
Application Intelligence technologies.

SmartDefense not only protects against arange
of known attacks, varying from different types
of HTTP and Microsoft Networking worms to
Distributed Denial-of-Service attacks, but it also
incorporates intelligent security technologies
that protect against entire categories of emerging,
or unknown, attacks. In addition, SmartDefense
integrates with the Check Point SMART
Management and reporting infrastructure to
provide a single, centralized console for real-time
information on attacks as well as attack detection,
blocking, logging, auditing and alerting.

Real-time attack
information

Forensics and

SmartDefense actively protects organizations from all known and unknown network and

active response

application attacks using Application Intelligence and Stateful Inspection technology.
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